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(54) NETWORK SCANNER 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a network scanner 
capable of ensuring security for distribution of image data to a 
distribution destination terminal device. 

SOLUTION: When a user of a communication terminal device 
connected to a communication network, such as LAN, accesses 
a folder storing image data formed by the network scanner, an 
attribute of security for the image data is determined for each 
user to ensure security of the image data to be distributed. The 
attribute of the security is determined, based on a table in 
which items capable of being dealt with by each user are made 
to correspond to the image data. For example, image data of a 
user's name yannamoto' can be subjected to processes, such as 
reading and editing, but it cannot be subjected to processes 
such as erasure and printing. 
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* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1 ] The network scanner characterized by to store and store the drawing data with which the attribute 
of said security was given to the folder which was connected to the communication network with equipment 
in the end of a distribution tip, is the network scanner which forms the drawing data of a reading image and 
is distributed to equipment in the end of a distribution tip, was equipped with a means to give the attribute of 
security for said every drawing data, and was set as the communication network. 
[Claim 2] The network scanner according to claim 1 characterized by setting said folder as either of 
equipment, or its both in a network scanner and the end of a distribution tip. 

[Claim 3] Said attribute is a network scanner according to claim 1 or 2 characterized by setting up the item 
over each drawing data which can be processed for every user. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the network scanner which can secure the security at the 

time of distributing drawing data to equipment in the end of a distribution tip. 

[0002] 

[Description of the Prior Art] The application of an image reader (scanner) is being expanded with progress 
of the latest communication technology and computer technology. The network scanner which distributes to 
equipment the drawing data which connected equipment with the scanner in the end of a distribution tip, and 
were formed in a communication network like a user local area network (it is written as LAN LocalArea 
Network and the following.) with the scanner as the example in said end of a distribution tip is known. 
[0003] A communication terminal like a fax server (in this specification and a drawing, it is hereafter written 
as a FAX server.) as a scanner which distributes said drawing data is used. In this case, the FAX server 
concerned acts as a network scanner. Moreover, as equipment, communication terminals, such as a file 
server and a KURAIANTOPA-SONARU computer (it is hereafter written as Client PC), are connected to 
the communication network in the end of a distribution tip. 

[0004] A manuscript is read with a network scanner and the formed drawing data are stored in the folder of 
the communication terminal connected to communication networks, such as a network scanner or a file 
server. In this case, the file of drawing data is accumulated in the folder concerned one by one by giving a 
file name to each drawing data. 
[0005] 

[Problem(s) to be Solved by the Invention] Thus, sequential are recording of the drawing data with which it 
was formed with the network scanner and the file name was given is carried out at a predetermined folder. 
This folder is shared by each communication terminal connected to the communication network, and a user 
can access said folder from any communication terminal. For this reason, there was a problem that security 
for every drawing data was not securable. 

[0006] This invention aims at offer of the network scanner which can secure the security at the time of 
distributing drawing data to equipment in the end of a distribution tip in view of the above problems. 
[0007] 

[Means for Solving the Problem] In invention which the above-mentioned purpose of this invention requires 
for claim 1 a network scanner It is the network scanner which is connected to a communication network 
with equipment in the end of a distribution tip, forms the drawing data of a reading image, and is distributed 
to equipment in the end of a distribution tip. It has a means to give the attribute of security for said every 
drawing data, and is attained by considering as the configuration which stores and stores the drawing data 
with which the attribute of said security was given to the folder set as the communication network. 
[0008] Moreover, invention concerning claim 2 is characterized by setting said folder as either of 
equipment, or its both in a network scanner and the end of a distribution tip in the network scanner 
according to claim 1 . 

[0009] Moreover, in the network scanner according to claim 1 or 2, said attribute is characterized by setting 
up the item over each drawing data which can be processed for every user by invention concerning claim 3. 
[0010] According to the description of invention concerning above-mentioned claim 1, the attribute of 
security is given to the drawing data which are stored in a folder and distributed to equipment in the end of a 
distribution tip. For this reason, the security for every drawing data is securable. 

[001 1] Moreover, in invention concerning claim 2, the folder which stores and stores the drawing data with 
which the attribute of security was given is set as either of equipment in a network scanner and the end of a 

http ://www4. ipdl .ncipi .go jp/cgi-bin/tran_web_cgi_ejje 4/2 5/2006 



JP,2002-077473,A [DETAILED DESCRIPTION] 



Page 2 of 4 



distribution tip. Thus, if a folder is set as a certain communication terminal connected to the communication 
network, in other communication terminals, it is not necessary to set up a folder, and is considering as the 
configuration which can share a folder between the communication terminals connected to the 
communication network, and a memory resource can be saved. 

[0012] Moreover, a case when a folder was assigned to both of equipment in a network scanner and the end 
of a distribution tip, as for example, the network scanner was moved to other networks, and even when the 
folder of a network scanner is damaged, the reconstitution of data can be performed easily. 
[001 3] Furthermore, in invention concerning claim 3, as for the attribute of security, the item over each 
drawing data which can be processed is set up for every user. For this reason, for every drawing data, it 
becomes clear what kind of processing can be performed, and a specific user can raise the security at the 
time of distributing drawing data. 
[0014] 

[Embodiment of the Invention] Hereafter, drawing explains the gestalt of operation of the network scanner 
concerning this invention. Drawing 3 is the block diagram of an outline showing one gestalt of the 
communication network where the network scanner of this invention is used. In drawing 3 R> 3, the FAX 
server 1 which acts as a network scanner, the file server 2 which is equipment in the distribution tip end of 
drawing data, the client PC 3, and the printer 4 are connected to LAN5. 

[0015] It shall read by the FAX server 1, the drawing data of an image shall be formed, and said drawing 
data shall be distributed to equipment in the end of a distribution tip it connects with LANS. If a file server 2 
is a distribution place, the drawing data outputted from the FAX server 1 will be inputted into the folder set 
as the file server 2 in the path of Da through LAN5. 

[0016] Moreover, drawing data are inputted into the folder set as each communication terminal through 
LAN5 also when a client PC 3 and a printer 4 are distribution places. In addition, it can also consider as the 
configuration which shares the folder set as said file server 2 between each communication terminal 
connected to LANS. In this case, the drawing data with which the file name was given and distributed from 
the network scanner are stored and stored in the folder set as the file server 2 one by one. 
[0017] Thus, processing of each communication terminal in the case of considering as the configuration 
which shares the folder set as the file server 2 on a communication network is explained. A client PC 3 
accesses said folder of a file server 2 in the path of Db through LAN5, and processes perusal of drawing 
data etc. Similarly, a printer 4 accesses said folder of a file server 2 in the path of Dc through LAN5, and 
processes printing of drawing data etc. 

[0018] In this invention, in case the user of the communication terminal connected to communication 
networks, such as LAN, accesses the folder in which the drawing data formed with the network scanner are 
stored, for every user, the attribute of the security to the drawing data concerned is set up, and is considered 
as the configuration which can secure the security to the drawing data distributed. 

[0019] Drawing 2 is the explanatory view showing the example of the data configuration stored in a folder. 
In drawing 2 , the part of (b) is drawing data which read the manuscript and were formed with the network 
scanner. The part of (a) is the attribute (the item of the processing authority which can carry out processing 
to drawing data to which level, or is permitted by the user is shown) of the security given to drawing data 
(b), and is set up for every drawing data. 

[0020] Drawing 1 is the explanatory view showing the example of said attribute. The attribute of security 
makes a user name and the item which can be processed correspond to drawing 1 on a table so that it may be 
shown. As an item which can be processed, "perusal" about the drawing data concerned, "edit", 
"elimination", and "printing" are illustrated. 

[0021] In said each item, O mark is given to the item which has processing authority to a user, and x mark is 
given to the item without processing authority. For example, a user name "yamamoto" cannot perform 
processing of elimination and printing, although perusal of the drawing data concerned and processing of 
edit are possible. Moreover, a user name "satoh" cannot perform processing of edit, elimination, and 
printing, although processing of perusal of the drawing data concerned is possible. 

[0022] On the table of the attribute of security shown in drawing 1 , although the user name is written with 
the alphabet, it can also write by each user's identifier (ID). In addition, when the drawing data concerned 
are formed by two or more pages, the user who can do processing of "perusal", "edit", "elimination", and 
"printing" for every page may be set up according to an individual. 

[0023] The attribute of security shown in drawing 1 can be beforehand set up as an item of the processing 
authority of a user proper. For example, to all drawing data, only processing of perusal is possible for the 
above "satoh", and it sets up processing of other items with an improper thing. Moreover, the item of the 
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processing authority permitted by the user is changeable for every drawing data. 

[0024] For example, although processing of perusal of a certain drawing data is possible, said user "satoh" 
sets up processing of perusal of other drawing data as it is improper. The attribute of security as shown in 
drawing 1 is set up by control units, such as an input key, a mouse, etc. which were installed in the network 
scanner. The shared folder which gave the attribute of such security is set as the FAX server 1 , and also it 
can be set to other communication terminals connected to the communication network as mentioned above, 
for example, a file server. 

[0025] If a shared folder is set as the FAX server 1, since other communication terminals connected to the 
communication network can use the shared folder set as said FAX server 1 , a memory resource can be 
saved. Moreover, if a shared folder is set as a communication terminal besides the above, the memory 
resource of the FAX server 1 can be saved. 

[0026] Furthermore, the shared folder set as the FAX server 1 can be copied, and the same shared folder as 
other communication terminals can also be set up. in this case — for example, a case as the FAX server 1 
was moved to other networks, and even when the shared folder of the FAX server 1 is damaged, the 
reconstitution of data can be performed easily. 

[0027] Drawing 4 is the block diagram of an outline showing an example of the control device 20 formed in 
the FAX server applied to this invention. In drawing 4 , a micro processing unit (it is hereafter written as 
MPU) for 21 to process various signals and data, the data which need 22 for various actuation of a FAX 
server and ROM by which program storing is carried out, and 23 are RAM in which management data etc. is 
stored. 

[0028] The read station which the printer by which 24 outputs drawing data to the detail paper, and 25 read 
a manuscript, and outputs the drawing data which are a monochrome binary image data, and 26 are control 
units which consist of a keyboard, a mouse, etc. A FAX server is connected to LANS through a network 
interface (I/F) 27. A FAX server is connected to ISDN through the interface (I/F) 28 of an integrated 
services digital network (ISDN), and a digital service unit (DSU) 29. Moreover, it connects with a public 
line network (PSTN) through the line control section (NCU) 30. 

[0029] 31 is a modem which modulates . restores to FAKUSHIMIRIDE-TA transmitted and received 
between a phase hand's facsimile apparatus through PSTN, and a modem 31 and NCU30 are connected by 
analog signal line 31a. 

[0030] A sign and the decode section 32 encode drawing data, and decrypts drawing data. The graphic- 
character generating section 33 changes character code data into an image data. The clock section used in 
order that the display for which 34 used the cathode-ray tube (CRT) and the liquid crystal display (LCD), 
and 35 may write down time in drawing data, the hard disk (HD) with which 36 memorizes communication 
management record and drawing data, and 37 are internal buses. In addition, when you do not need memory 
capacity so much, it replaces with a hard disk (HD) and uses an image memory. 

[0031] Drawing 5 is a flow chart which shows the procedure of the network scanner of this invention. Next, 
this flow chart is explained. 

[0032] (1) Start the processing program of a network scanner at step SI, and set a reading manuscript by 
processing of step S2. Next, it shifts to processing of step S3, and the destination of the shared folder which 
stores drawing data, and the attribute of security are specified. 

[0033] (2) Next, read a manuscript by processing of step S4 and perform coding processing of drawing data. 
Then, an attribute and drawing data are stored in an image memory by processing of step S5, and a 
processing program is ended at step S6. 

[0034] Drawing 6 is a flow chart which shows the procedure of the client PC which accesses drawing data. 
Next, this flow chart is explained. 

[0035] (1) Start the processing program of Client PC at step SI 1, and perform file designation accessed by 
processing of step SI 2. Next, a security attribute is checked by processing of step SI 3. Then, it judges 
whether it has the authority which a user accesses by processing of step S14 to the file of the folder in which 
drawing data were stored. If this judgment result is NO, a processing program will be ended at step SI 6. 
[0036] (2) If the judgment result of step S14 is YES, since the user will have the authority to access a file, 
shift to processing of step SI 5. In processing of step SI 5, processing permitted in processings, such as 
perusal, edit, elimination, and printing, about the drawing data of the file name concerned is performed. 
Next, a processing program is ended at step SI 6. 

[0037] In drawin g 3 , other FAX servers can be connected to LAN5, and drawing data can also be 
distributed to other FAX servers from the FAX server 1 . in this case — being concerned — others — a FAX 
server acts as equipment in the distribution tip end of the FAX server 1 . 
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[0038] moreover — being concerned — others — a FAX server can read drawing data from the shared folder 
set as the file server 2, and can distribute to other communication terminals, furthermore — being concerned 
~ others the attribute of security can be given to the drawing data which read the manuscript and were 
formed by the FAX server, and it can store in the folder of the self-inside of a plane set up as a shared 
folder. 
[0039] 

[Effect of the Invention] According to invention which relates to claim 1 as explained in full detail above, 
the attribute of security is given to the drawing data which are stored in a folder and distributed to 
equipment in the end of a distribution tip. For this reason, the security for every drawing data is securable. 
[0040] Moreover, in invention concerning claim 2, the folder which stores and stores the drawing data with 
which the attribute of security was given is set as either of equipment in a network scanner and the end of a 
distribution tip. Thus, if a folder is set as a certain communication terminal connected to the communication 
network, in other communication terminals, it is not necessary to set up a folder, and is considering as the 
configuration which can share a folder between the communication terminals connected to the 
communication network, and a memory resource can be saved. 

[0041] Moreover, a case when a folder was assigned to both of equipment in a network scanner and the end 
of a distribution tip, as for example, the network scanner was moved to other networks, and even when the 
folder of a network scanner is damaged, the reconstitution of data can be performed easily. 
[0042] Furthermore, in invention concerning claim 3, as for the attribute of security, the item over each 
drawing data which can be processed is set up for every user. For this reason, for every drawing data, it 
becomes clear what kind of processing can be performed, and a specific user can raise the security at the 
time of distributing drawing data. 

[Translation done.] 
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DRAWINGS 



[Drawing 1] 
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[Drawing 2] 
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[Drawing 5] 
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